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(57) ABSTRACT

An IC card stores history information indicating information
relating to a command executed for each logical channel in a
storage portion and determines the validity of the command
based on history information of a logical channel specified by
the command stored in the storage portion when the com-
mand is supplied from an external device, performs a process
corresponding to the command when the validity of the com-
mand is determined, and stores information relating to the
executed command in the storage portion as history informa-
tion of the logical channel.
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1
PORTABLE ELECTRONIC DEVICE AND
CONTROL METHOD OF PORTABLE
ELECTRONIC DEVICE

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is based upon and claims the benefit of
priority from prior Japanese Patent Application No. 2007-
213879, filed Aug. 20, 2007, the entire contents of which are
incorporated herein by reference.

BACKGROUND OF THE INVENTION

1. Field of the Invention

This invention relates to a portable electronic device such
as an IC card or IC tag contained in an IC chip in which
individual information or transaction information is stored,
for example, and a control method of the portable electronic
device.

2. Description of the Related Art

Conventionally, contact and non-contact IC cards have
serial interfaces of a half-duplex communication system as
external communication interfaces. Some of the above IC
cards have a function called as a logical channel. In the IC
card having the function of the logical channel, a physically
single interface can be simulatively used as plural communi-
cation interfaces by means of plural channels (logical chan-
nels). For example, an application A of an external device can
be used to specity a channel 1 and an application B thereof
can be used to specify a channel 2. In this case, the external
device can communicate with an IC card in a time-sharing
fashion by use of the applications A and B. That is, the
applications A and B can be operated as if they communicate
with the IC card in one-to-one correspondence. In the IC card
having the logical channel function as described above, fold-
ers or files to be accessed can be managed and controlled
independently for each specified channel.

In instructions (commands) supplied from the external
device to the IC card, for example, a plurality of instructions
such as a random number generation instruction and external
authentication instruction that are required to be executed in
a preset order are contained. This is to prevent occurrence of
dishonest access. The above instructions are not correctly
executed if the preset execution order is not maintained.

However, in the conventional IC cards, the instruction
execution order is not managed for each logical channel.
Therefore, when instructions are received from the external
device via plural channels, the order of received instructions
may not be set to the preset order in the conventional IC card
even if the order of instruction groups received via the respec-
tive channels is correct. For example, it is assumed that
instructions X and Y are instructions to be successively
executed. In this case, if an instruction Z is received via the
channel 2 immediately after the instruction X is received via
the channel 1, the conventional IC card determines that the
instructions should be executed in the order of X, Z. As a
result, in the conventional IC card, there occurs a problem that
the instructions X, Y cannot be correctly executed even if the
instructions X, Y received via the channel 1 are set in the
preset order.

BRIEF SUMMARY OF THE INVENTION

An object of this invention is to provide a portable elec-
tronic device and a control method of the portable electronic
device that is highly convenient while maintaining a high
security performance.
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According to one aspect of the present invention, there is
provided a portable electronic device which has a control
element to perform various processes in response to com-
mands supplied from an external device and includes a stor-
age portion which stores history information indicating infor-
mation relating to a command executed for each logical
channel, a determining portion which determines validity of
the command based on history information of a logical chan-
nel specified by the command stored in the storage portion
when the command is supplied from the external device, a
processing portion which performs a process corresponding
to the command when the determining portion determines
that the command is valid, and a holding portion which holds
information relating to the command executed by the process-
ing portion in the storage portion as history information of the
logical channel.

According to another aspect of the present invention, there
is provided a control method of a portable electronic device
which is a method used for the portable electronic device
having a control element which performs various processes in
response to commands supplied from an external device and
includes determining validity of a command based on history
information of a logical channel specified by the command in
a storage portion in which history information indicating
information relating to a command executed for each logical
channel is stored when the command is supplied from the
external device, performing a process corresponding to the
command when it is determined by the determining that the
command is valid, and holding information relating to the
executed command in the storage portion as history informa-
tion of the logical channel.

Additional objects and advantages of the invention will be
set forth in the description which follows, and in part will be
obvious from the description, or may be learned by practice of
the invention. The objects and advantages of the invention
may be realized and obtained by means of the instrumentali-
ties and combinations particularly pointed out hereinafter.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWING

The accompanying drawings, which are incorporated in
and constitute a part of the specification, illustrate embodi-
ments of the invention, and together with the general descrip-
tion given above and the detailed description of the embodi-
ments given below, serve to explain the principles of the
invention.

FIG. 1 is a block diagram schematically showing an
example of the configuration of an IC card and an IC card
processing device having a communication function with the
IC card.

FIG. 2 is a block diagram schematically showing an
example of the configuration of the IC card shown in FIG. 1.

FIG. 3 is a flowchart for illustrating a first operation
example of the IC card.

FIG. 4 is a flowchart for illustrating a second operation
example of the IC card.

DETAILED DESCRIPTION OF THE INVENTION

There will now be described an embodiment of this inven-
tion with reference to the accompanying drawings.

FIG. 1 is a block diagram showing an example of the
configuration of an IC card 1 used as a portable electronic
device according to this embodiment and an IC card system
containing the IC card 1.



US 9,418,224 B2

3

The IC card 1 is set into an operable state (activated) in
response to electric power supplied from an IC card process-
ing device 2 used as an external device. The IC card 1 set into
the operable state performs various processes in response to
various commands supplied from the IC card processing
device 2. That is, the IC card processing device 2 supplies
power to operate the IC card 1 and supplies commands that
request the IC card 1 to perform various processes. The com-
mand supplied from the IC card processing device 2 to the IC
card 1 requests a process corresponding to the application or
operation condition.

Further, the IC card 1 may be a non-contact portable elec-
tronic device (non-contact IC card) that performs radio com-
munication in a non-contact state with respect to the IC card
processing device 2 by means of an antenna, radio commu-
nicating portion or the like or may be a contact portable
electronic device (contact IC card) that is set in physical
contact with the IC card processing device 2 to perform
communication. Further, the IC card 1 may be a composite IC
card (dual interface IC card) having a communication func-
tion of the non-contact IC card and a communication function
of the contact IC card. In the present embodiment, a case
wherein the non-contact IC card is used as an example is
mainly explained. The non-contact IC card and contact IC
card are different only in the communicating system with
respect to the IC card processing device 2. Therefore, the
embodiment explained below is similarly applied to the con-
tact IC card.

Next, an example of the configuration of the IC card 1 is
explained.

As shown in FIG. 1, the IC card 1 includes a CPU 10,
program memory 11, working memory 12, data memory 13,
communication control portion 15, power source portion 16
and interface 17.

Further, the IC card 1 is configured by a card-like main
body 1c. The card-like main body 1c¢ configuring the IC card
1 has one IC chip (or plural IC chips) 1a and antenna 17
embedded therein. The IC chip 1a is configured by the CPU
10, program memory 11, working memory 12, data memory
13, communication control portion 15, power source portion
16 and the like. The IC chip 1a is formed in a module form
while it is connected to the antenna used as the interface 17. A
module 15 having the IC chip 1a connected to the interface 17
is embedded in the card-like main body 1c¢ that forms the IC
card 1. For example, FIG. 2 is a diagram showing an example
of the configuration of the whole portion of the non-contact
IC card. The non-contact IC card shown in FIG. 2 has a
card-like main body 1c. As shown by dotted lines in FIG. 2, in
the main body 1¢, a module 15 having one IC chip (or plural
IC chips) 1a and antenna 17 is embedded.

The CPU 10 controls the whole portion of the IC card 1.
The CPU 10 is operated based on a control program and
control data stored in the program memory 11 or data memory
13. The CPU 10 performs a process corresponding to a com-
mand supplied from the IC card processing device 2 by
executing the control program used to control the basic opera-
tion. Further, the CPU 10 performs a process corresponding
to the application by executing the processing program
installed according to the application of the IC card 1 or the
like.

For example, if a command that requests data to be written
into the data memory 13 from the IC card processing device
2, the CPU 10 performs a process of writing data into the data
memory 13. Further, ifa command that requests data stored in
the data memory 13 to beread out is supplied from the IC card
processing device 2, the CPU 10 performs a process of read-
ing out data from the data memory 13. In addition, the CPU 10
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has a function of determining the validity of a command to be
executed based on history information of each logical channel
as will be described later.

The program memory 11 is configured by a read only
memory (ROM). In the program memory 11, a control pro-
gram that controls the basic operation and control data are
previously stored. That is, in the program memory 11, a
control program and control data corresponding to the speci-
fication of the IC card 1 are previously stored. For example,
the CPU 10 performs a process corresponding to a command
supplied from the exterior according to the control program
stored in the program memory 11. Further, in the program
memory 11, information that specifies the attribute of a
memory area in the data memory 13 is stored. In addition, in
the program memory 11, information indicating a preset
execution order of various commands for a specified process
is stored. As one example of the above information, informa-
tion indicating that a random number generation instruction
(random number generation command) and external authen-
tication instruction (external authentication command)
should be executed in a preset execution order in the authen-
tication process is stored in the program memory 11. In this
case, the information indicating the preset execution order of
the commands may be stored in the data memory 13.

The working memory 12 is configured by a nonvolatile
memory (RAM: random access memory). The working
memory 12 functions as a buffer memory that temporarily
stores data. For example, in the working memory 12, data to
be transmitted or received in the communication process with
respect to the IC card processing device (external device) 2 is
temporarily stored. Further, the working memory 12 can be
utilized as a memory that temporarily stores various write
data items or the like.

In the working memory 12, a logical channel management
table 12a and history management table 125 are provided. In
this example, it is assumed that the logical channel manage-
ment table 12a and history management table 125 that are
reset each time the IC card 1 is activated are provided in the
working memory 12. The logical channel management table
124 or history management table 126 may be provided in the
datamemory 13. Ifthe logical channel management table 12a
and history management table 125 are provided in the data
memory 13, information items stored in the logical channel
management table 12a and history management table 1254 are
kept stored even if the power source to the IC card 1 is turned
off.

In the logical channel management table 124, information
indicating the current state and security state of each logical
channel is stored. That is, a current folder or current file of
each logical channel is determined by referring to informa-
tion stored in the logical channel management table 12a.
Further, the security state of each logical channel is deter-
mined by referring to the logical channel management table
12a.

Inthehistory management table 125, history information is
stored for each logical channel. The history information of
each logical channel is information relating to a command
executed for each logical channel. However, as the history
information of each logical channel, it is necessary to hold an
instruction code of the command to be referred to when at
least the succeeding command is executed. For example, if
the configuration is made to check only the order of a com-
mand that has been just executed and a command to be next
executed, an instruction code of the command executed in an
immediately preceding cycle is stored as history information.
Further, if the configuration is made to check the execution
result or the order of a command executed in an immediately
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preceding cycle and a command two or more cycles before
the above command, the execution results and instruction
codes of plural commands are held as history information.

The data memory (nonvolatile memory) 13 is a nonvolatile
memory into which data can be written. For example, the data
memory 13 is configured by an EEPROM, flash memory or
the like. In the data memory 13, various information items
corresponding to application purposes of the IC card 1 are
stored. Further, in the data memory 13, a data table to store
various setting information items is provided.

The application (for example, processing program, opera-
tion data or the like) corresponding to the application purpose
of'the IC card is stored in the data memory 13. Further, if the
IC card 1 is used for a plurality of application purposes, a
plurality of applications corresponding to the respective
application purposes are stored in the data memory 13. The
application corresponding to the application purpose of the
IC card is stored in each file such as a program file and data file
for each application purpose defined on the data memory 13.
Such a file structure is based on ISO/IEC7816-4, for example.
That is, in the data memory 13 of the IC card 1, various
applications and various operation data items can be stored.

The communication control portion 15 controls data com-
munication with respect to the external device (for example,
the IC card processing device 2) via the interface 17. When
receiving data from the external device, the communication
control portion 15 demodulates transmission data as radio
waves received via the interface 17 and supplies the demodu-
lated signal to the CPU 10. Further, when transmitting data to
the external device, the communication control portion 15
modulates data supplied from the CPU 10 and generates the
modulated data as radio waves via the antenna used as the
interface 17. In the case of the contact IC card, the interface 17
may be configured by a terminal that is physically set in
contact with the contact portion of the external device.

The power source portion 16 generates power source volt-
age and clock pulses used to operate various portions of the IC
card 1 based on radio waves received via the interface 17. The
power source portion 16 supplies the power source voltage
and clock pulses generated based on radio waves received via
the antenna 17 to the respective portions. When the CPU 10 is
started in response to supply of the power source voltage from
the power source portion 16, it performs a process of resetting
the processing state of the IC card 1. In the case of the contact
IC card, the respective portions are operated in response to the
power source voltage and clock pulses directly supplied from
the external device via the interface 17.

Next, the IC card processing device 2 is explained.

As shown in FIG. 1, the IC card processing device 2 has a
control device 21 and card reader/writer 22. The control
device 21 is configured by a personal computer (PC), for
example. The control device 21 is configured by an operation
processing portion such as a CPU, various memories of a hard
disk drive such as a RAM, ROM or nonvolatile memory,
various interfaces such as a communication interface and the
like. Inthe control device 21, various processes are performed
by causing the operation processing portion to execute vari-
ous control programs stored in the memory. Further, the con-
trol device 21 inputs or outputs data with respect to the card
reader/writer 22 that performs data communication with the
IC card 1.

For example, the control device 21 previously stores con-
trol programs corresponding to various processes using the IC
card 1. Further, the control device 21 performs various pro-
cesses using the IC card 1 by executing the above control
programs. For example, in the various processes using the IC
card 1, the control device 21 supplies preset commands in a
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6

preset procedure. The control device 21 performs various
processes based on responses (information indicating process
results with respect to the commands) from the IC card with
respect to the above commands.

The card reader/writer 22 functions as a communicating
portion that performs data communication with the IC card 1.
The card reader/writer 22 is used to perform data communi-
cation based on a communication system corresponding to
the communication system of the IC card 1. That is, the
control device 21 performs data communication with the IC
card 1 via the card reader/writer 22.

When the IC card 1 is a non-contact IC card, the card
reader/writer 22 is configured by an antenna, communication
control portion (modulation/demodulation circuit or the like)
and the like that perform data communication by radio with
the IC card 1. When data is transmitted to the non-contact IC
card 1, the card reader/writer 22 modulates transmission data
supplied from the control device 21 and transmits the thus
modulated signal as radio waves from the antenna. Further,
when data is received from the non-contact IC card 1, the card
reader/writer 22 demodulates a signal as radio waves received
via the antenna by use of the communication control portion
and supplies demodulated data as received data to the control
device 21. Also, the card reader/writer 22 transmits and
receives the above data and, at the same time, transmits radio
waves used as the power source voltage and clock pulses to
operate the IC card 1 from the antenna.

When the IC card 1 is a contact IC card, the card reader/
writer 22 is configured by a contact portion, communication
control portion and the like that are physically set in contact
with the IC card 1 to perform data communication. When data
is transmitted or received with respect to the contact IC card,
the contact portion of the card reader/writer 22 is physically
set into contact with the contact portion provided on the IC
card 1 side to perform various data communications. Further,
in the card reader/writer 22, the power source voltage and
clock pulses are supplied to the IC card 1 via the contact
portion that is physically set into contact with the IC card 1.

Next, a first operation example of the IC card 1 is
explained.

In the history management table 125, information relating
to commands executed for the respective logical channels is
stored as history information. In the first operation example,
the instruction code of the executed command and the execu-
tion result of the command are stored as history information
for each logical channel in the history management table 125.
As described above, history information for each logical
channel is information indicating the execution result and
instruction code of the command to be referred to when at
least the succeeding command is executed.

For example, as the history information for each logical
channel, the execution result and instruction code of the com-
mand executed in an immediately preceding may be stored
for each logical channel. As the history information for each
logical channel, the execution results and instruction codes of
commands executed after the IC card 1 is reset may be stored
for each logical channel. As the history information for each
logical channel, up to a preset number the execution results
and instruction codes of commands executed before the
present command is supplied may be stored for each logical
channel.

The IC card 1 of the first operation example determines
whether or not a received command (an instruction to be
executed) is set in a preset execution order for each logical
channel by referring to the history information (determines
the validity of the received command) when a command
supplied from the IC card processing device 2 is executed. For
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example, if the relation between the received command and
the command executed in an immediately preceding cycle is
checked, the IC card 1 reads out the execution result and
instruction code of the command executed in the immediately
preceding cycle in the logical channel of the received com-
mand based on the history information of the logical channel
and confirms that the instruction code of the command
executed in the immediately preceding cycle should be
executed immediately before the command received in the
preset execution order and the execution result of the com-
mand executed in the immediately preceding cycle indicates
normal termination.

FIG. 3 is a flowchart for illustrating the first operation
example of the IC card 1.

First, the IC card 1 receives a command transmitted from
the IC card processing device 2 via the interface 17 and
communication control portion 15 (YES in the step S11).
When receiving a command from the IC card processing
device 2, the CPU 10 of the IC card 1 determines the instruc-
tion code and logical channel of the command (step S12). If
the logical channel of the received command is determined,
the CPU 10 reads out history information of the logical chan-
nel (step S13). After reading out the history information of the
logical channel, the CPU 10 determines (confirms) whether
or not the execution order of the received command is a preset
execution order based on the history information of the logi-
cal channel read out (step S14). In this determining step, the
CPU 10 determines whether the order of the instruction code
of the immediately preceding command that has been cor-
rectly terminated in the history information of the logical
channel (or instruction codes of plural commands that have
been correctly terminated up to the immediately preceding
cycle) and the instruction code of the received command is the
preset execution order or not.

When it is determined that the execution order of the
received command is not correct (NO in the step S14), the
CPU 10 performs an error process without performing a
process corresponding to the command (step S15). In this
case, for example, the CPU 10 performs a process of inter-
rupting the operation of the CPU 10 as an error process. When
a command whose execution order is not correct is received,
the IC card 1 interrupts the operation. As a result, the IC card
1 can prevent occurrence of dishonest access. Further, as the
error process, it may transmit a response to the effect that the
process cannot be performed because the execution order of
the received command is not correct to the IC card processing
device 2.

When it is determined that the execution order of the
received command is correct (YES in the step S14), the CPU
10 performs a process corresponding to the received com-
mand while referring to the current state or security state of
the logical channel stored in the logical channel management
table 12a (step S16).

For example, if the received command is a command for
collation or authentication, the CPU 10 performs a process of
collation or authentication corresponding to the command
and updates the security state of the logical channel of the
command stored in the logical channel management table 12a
according to the execution result.

Further, if the received command is a command that
requests access (for reading, writing, rewriting) to a file, the
CPU 10 accesses a current folder or current file of the logical
channel of the command stored in the logical channel man-
agement table 12a based on information indicating the cur-
rent folder or current file of the logical channel specified by
the command.
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Ifthe received command is a command for referring to the
security state, the CPU 10 refers to the security state of logical
channel of the command stored in the logical channel man-
agement table 12a and performs a process corresponding to
the instruction code of the command.

Further, if the received command is a command that
updates the current state of a folder or file, the CPU 10 updates
the current state of the folder or file of the logical channel of
the command stored in the logical channel management table
12a.

When the process corresponding to the received command
is terminated, the CPU 10 stores the instruction code and
execution result of the command as history information of the
logical channel (step S17). That is, the CPU 10 stores the
instruction code of the command and information (execution
result) indicating that the process corresponding to the
instruction code of the command is correctly or erroneously
terminated as the history information of the logical channel
relating to the received command in the history management
table 125.

Further, when the process corresponding to the received
command is correctly terminated (YES in the step S18), the
CPU 10 transmits response data indicating that the process is
correctly terminated as a response with respect to the com-
mand to the IC card processing device 2 that is a transmission
source of the command (step S19). When the process corre-
sponding to the received command is erroneously terminated
(NO 1in the step S18), the CPU 10 transmits response data
indicating that the process is erroneously terminated as a
response with respect to the command to the IC card process-
ing device 2 that is a transmission source of the command
(step S20).

By performing the above process, in the IC card 1 of the
first operation example, the execution result and instruction
code of the received (executed) command are stored as his-
tory information for each logical channel in the history man-
agement table 125. Further, when executing a command sup-
plied from the IC card processing device 2, the IC card 1
determines the validity of the received command according to
whether or not the execution order of the received command
is a preset execution order in the logical channel based on
history information of each logical channel specified by the
command.

Thus, in the IC card 1 of the first operation example, the
execution order of the commands can be checked for the
respective logical channels. Further, in the IC card 1, the
process can be prevented from being performed in an incor-
rect order while access is admitted at desired timing for each
logical channel.

Next, a second operation example of the IC card 1 is
explained.

In the second operation example, information relating to
commands executed for respective logical channels is stored
as history information. In the second operation example, an
instruction code of a command (a command whose execution
result indicates correct termination) that is correctly termi-
nated for each logical channel is stored as history information
in the history management table 1256. As described above, an
instruction code of a command to be referred to when at least
the following command is executed is stored as the history
information of each logical channel in the history manage-
ment table 125.

For example, as the history information for each logical
channel, an instruction code of a command that is executed in
an immediately preceding and is correctly terminated may be
stored for each logical channel. As the history information for
each logical channel, instruction codes of commands that are
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executed after the IC card 1 is reset and is correctly terminated
may be stored for each logical channel. As the history infor-
mation for each logical channel, up to a preset number
instruction codes of commands that have been executed
before the present command is supplied and is correctly ter-
minated may be stored for each logical channel.

The IC card 1 in the second operation example refers to the
above history information when it executes a command sup-
plied from an IC card processing device 2. Then, the IC card
1 determines whether or not a received command (an instruc-
tion to be executed) is set in a preset execution order for each
logical channel. For example, when the relation between the
received command and the command executed in the imme-
diately preceding cycle is checked, the IC card 1 reads out an
instruction code of a command that is executed in an imme-
diately preceding cycle in the logical channel of the received
command from the history information of the logical channel.
After reading out the history information, the IC card 1 deter-
mines that the instruction code of the command executed in
an immediately preceding cycle should be executed immedi-
ately before the command received in the preset execution
order.

FIG. 4 is a flowchart for illustrating the second operation
example of the IC card 1. In this case, since the processes of
the steps S31 to S33, S35 to S36 and S39 to S40 are substan-
tially the same as the processes of the steps S11 to S13, S15to
S16 and S19 to S20 shown in FIG. 3, the detail explanation
thereof is omitted.

When receiving a command from the IC card processing
device 2 (YES in the step S31), the CPU 10 of the IC card 1
determines an instruction code and logical channel of the
command (step S32) and reads out history information of the
logical channel (step S33).

When reading out the history information of the logical
channel, the CPU 10 determines whether or not the order of
the instruction code of the immediately preceding command
that is correctly terminated in the history information of the
logical channel (or the instruction codes of plural commands
that are correctly terminated up to the immediately preceding
cycle) and the instruction code of the received command is a
preset execution order (step S34).

When it is determined that the execution order of the
received command is not correct (NO in the step S34), the
CPU 10 performs an error process without performing a
process corresponding to the command (step S35). In this
case, for example, the CPU 10 performs a process of inter-
rupting the operation as an error process. When a command
whose execution order is not correct is received, the IC card 1
interrupts the operation. As a result, the IC card 1 can prevent
occurrence of dishonest access. Further, as the error process,
it may transmit a response to the effect that the process cannot
be performed because the execution order of the received
command is not correct to the IC card processing device 2.

When it is determined that the execution order of the
received command is correct (YES in the step S37), the CPU
10 stores the instruction code of the command as the history
information of the logical channel in the history management
table 125 (step S38). That is, the CPU 10 stores the instruction
code of the command that is correctly terminated as the his-
tory information of the logical channel of the command in the
history management table 125. Further, if a process corre-
sponding to the received command is correctly terminated
(YES in the step S37), the CPU 10 transmits response data
indicating that the process is correctly terminated as a
response with respect to the command to the IC card process-
ing device 2 that is a transmission source of the command
(step S39).
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When the process corresponding to the received command
is erroneously terminated (NO in the step S37), the CPU 10
transmits response data indicating that the process is errone-
ously terminated as a response with respect to the command
to the IC card processing device 2 that is a transmission
source of the command without storing information relating
to the command in the history management table 125 (step
S40).

As described above, in the IC card 1 of the second opera-
tion example, the instruction codes of the commands that are
correctly terminated are stored as history information for the
respective logical channels in the history management table
125. Further, when executing a command supplied from the
IC card processing device 2, the IC card 1 of the second
operation example determines the validity of the received
command according to whether or not the execution order of
the received command is a preset execution order in the
logical channel based on history information of a logical
channel specified by the received command.

Thus, the IC card 1 of the second operation example can
check the execution order of the commands for the respective
logical channels. Further, the IC card 1 can prevent the pro-
cess from being performed in an incorrect order while access
is admitted at desired timing for each logical channel.

In the second operation example, the above process can be
performed by storing only the instruction codes of the com-
mands that are correctly terminated in the history manage-
ment table 124. That is, in the second operation example, the
history management table 125 can be configured by use of
less memory capacity.

As described above, the IC card 1 according to the present
embodiment can hold a current state or security state for each
logical channel. The IC card 1 stores the execution result and
instruction code of the command that is correctly terminated
as history information for each logical channel in the history
management table 125. When executing the command sup-
plied from the IC card processing device 2, the IC card 1
determines whether or not the execution order of the received
command is a preset execution order in the logical channel
based on the history information for each logical channel
specified by the command.

The IC card 1 according to the present embodiment can
check the execution order of the commands for respective
logical channels. Further, the IC card 1 can prevent the pro-
cess from being performed in an incorrect order while access
is admitted at desired timing for each logical channel.

Additional advantages and modifications will readily
occur to those skilled in the art. Therefore, the invention in its
broader aspects is not limited to the specific details and rep-
resentative embodiments shown and described herein.
Accordingly, various modifications may be made without
departing from the spirit or scope of the general inventive
concept as defined by the appended claims and their equiva-
lents.

What is claimed is:

1. An IC card comprising:

a storage portion which stores history information indicat-
ing a last command executed for each of a plurality of
logical channels;

a memory which stores a preset execution order for execut-
ing a plurality of commands for each of the logical
channels;

an interface which receives a command supplied from an
external device;

a determining portion which determines whether or not
executing the received command next to be executed is
in a correct execution order, based on the stored history



US 9,418,224 B2

11

information of a command executed in an immediately
preceding cycle of a logical channel specified by the
received command and based on that the command
executed in the immediately preceding cycle should be
executed immediately before the command received in
the preset execution order stored in said memory for the
specified logical channel;

aprocessing portion which performs a process correspond-

ing to the command if the determining portion deter-
mines that to execute the received command next is in
the preset execution order; and

a holding portion which stores information indicating the

command executed by the processing portion in the
storage portion as history information indicating the last
command executed for the logical channel.

2. The IC card according to claim 1, wherein the holding
portion stores an execution result and instruction identifica-
tion information of a command executed for each logical
channel in the storage portion as history information.

3. The IC card according to claim 1, wherein the holding
portion stores instruction identification information of a com-
mand which is correctly terminated for each logical channel
in the storage portion as history information.

4. The IC card according to claim 1, wherein the holding
portion stores an execution result and instruction identifica-
tion information of a command to be referred to by a follow-
ing command for each logical channel in the storage portion.

5. The IC card according to claim 1, wherein the storage
portion stores history information indicating the last com-
mand executed for each logical channel and a command
executed before the last command executed for each logical
channel, and the determining portion determines whether or
not executing the received command next is a correct execu-
tion order according to whether an execution order of the
commands in the logical channel is the preset execution order.

6. The IC card according to claim 1, further comprising a
module having the above portions, and a main body contain-
ing the module.

7. A control method used for an IC card having a control
element which performs various processes according to com-
mands supplied from an external device, comprising:

storing history information in a storage portion of the IC

card indicating a last command executed for each of a
plurality of logical channels;
storing in a memory a preset execution order for executing
aplurality of commands for each ofthe logical channels;

determining whether or not executing the supplied com-
mand next to be executed is in a correct execution order,
based on the stored history information of a command
executed in an immediately preceding cycle of a logical
channel specified by the received command and based
on that the command executed in the immediately pre-
ceding cycle should be executed immediately before the
command received in the preset execution order stored
in said memory for the specified logical channel;

performing a process corresponding to the received com-
mand if the determining determines that to execute the
received command next is in the preset execution order;
and
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storing information indicating the executed command in
the storage portion as history information indicating the
last command executed for the logical channel.

8. The control method according to claim 7, wherein the
storing information stores an execution result and instruction
identification information of a command executed for each
logical channel in the storage portion as history information.

9. The control method according to claim 7, wherein the
storing information stores instruction identification informa-
tion of a command which is correctly terminated for each
logical channel in the storage portion as history information.

10. The control method according to claim 7, wherein the
storing information stores an execution result and instruction
identification information of a command to be referred to by
a following command for each logical channel in the storage
portion.

11. The control method according to claim 7, wherein the
storage portion stores history information indicating the last
command executed for each logical channel and a command
executed before the last command executed for each logical
channel, and the determining determines whether or not
executing the received command next is a correct execution
order according to whether an execution order of the com-
mands in the logical channel is the preset execution order.

12. The control method according to claim 7, further com-
prising a module having the control element and the storage
portion and a main body containing the module.

13. A portable electronic device comprising:

a storage portion which stores history information indicat-
ing a last command executed for each of a plurality of
logical channel channels;

a memory which stores a preset execution order for execut-
ing a plurality of commands for each of the logical
channel;

an interface which receives from an external device a com-
mand specified for a logical channel;

a determining portion which determines whether or not
executing the received command next to be executed is
in a correct execution order, based on the stored history
information of a command executed in an immediately
preceding cycle of a logical channel specified by the
received command and based on that the command
executed in the immediately preceding cycle should be
executed immediately before the command received in
the preset execution order stored in said memory for the
specified logical channel;

aprocessing portion which performs a process correspond-
ing to the command if the determining portion deter-
mines that to execute the received command next is in
the preset execution order; and

a holding portion which stores information indicating the
command executed by the processing portion in the
storage portion as history information indicating the last
command executed for the logical channel.

#* #* #* #* #*



